eCommerce System Tutorial
Part 6. Payment Modules

Introduction

The standard installation of your eCommerce systasnmany payment modules pre-
installed. In this tutorial we will cover three,y#al, Nochex and Check/Money Order. We
have picked these three as they are availablé. tbred remaining options are either not
widely available or will require you to have yoww Internet Merchant Account.

If you wish to use one of the methods not covenetthis tutorial, you will find that they are
all similar to setup. In the case of modules raggiinternet Merchant Accounts, such as
SECpay and WORLDpay, you will receive all the neeeg data from your provider to
complete the setup.

To setup any of the modules you will need to Idgiiyour admin panel and navigate to the
payment page in the module section, this can besaed by:

Modules > Payment

Payment module screen
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PayPal is probably the most popular of the combMedchant Account and payment
processor, so we will start there.

Paypal payment module

PayPal allows you to accept credit cards and cagiments from around the world. You can
receive payments in pounds sterling; US, CanadiaAustralian dollars; Euros or Yen. To
apply for a PayPal account, go to http://www.paygmatk

To configure the PayPal module select the PayB@ahdj under the modules heading by
clicking. This will provide the option to instah ithe right hand column. Click on the
‘install’ button to install the module.

The screen will now change to show the PayPalggtin the right hand column, along
with the options to remove the module or edit thigiisgs.

PayPal module installed
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Click on the ‘Edit’ button to enable editing:

PayPal module ready for editing

The module settings should be configured as follows
Enable PayPal ModuleSelect ‘True’ to use this Module.
E-Mail AddressEnter the email address you use with your Pay&aiumnt.
Business IDEnter your email address or PayPal account ID.

Default Currency:Select the default currency to use when a custtmesrto
checkout using a currency not supported by PayPal.

Transaction CurrencySelect the currency to use for credit card tratinsas.
Payment Zonelf you have previously set up Zones, selectingpaezhere will

display this payment module only to those custométtsin that zone. This is used
primarily to limit use of the payment module tote@n countries.
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Set Pending Notification Statuhis payment module will set the pending
notification status to the selected value. We ssggeu use ‘Pending’.

Set Order Statusthis payment module will set the order statuhogelected value.
We suggest you use ‘Processing’.

Set On Hold Order Statu3his payment module will set the on hold ordetustdo
the selected value. We suggest you use ‘On Hold'.

Set Refunded Order Statdshis payment module will set the status of refunded
orders to the selected value. We suggest you usferided’.

Set Cancelled Order Statughis payment module will set the status of caeckll
orders to the selected value. We suggest you umecélled’

Synchronize InvoiceSelect ‘True’ to specify your order number asPagPal
invoice number.

Sort Order of DisplaySort order lets you set the order in which yowmpant types
are displayed, so that your preferred method walbgs be shown first. Numbers are
displayed lowest to highest. i.e. If PayPal istsel0’ and Nochex set to ‘20’,
PayPal will be shown first.

Background ColourSelect the background colour of PayPal's paymageég You
may wish to set this to match the colour of yote.si

Processing logoEnter the name of the image file to display dytime store's
checkout process. The image must be stored ingatatog/images/ directory.

Store logo:Enter the name of the image file for PayPal tpld The image must
be stored in your catalog/images/ directory. Leiinevalue empty if your store does
not have SSL, otherwise a warning message willi§@al/ed regarding secure and
non-secure content.

PayPal Page Style NamEnter the name of the page style you have cordiyur
your PayPal Account. If you have not specificalbnfigured a page style, leave this
value set to ‘Default’.

Include a note with paymertelect ‘Yes’ to give customers the option to legpoe
a note with their orders.
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Shopping Cart MethodAggregate will display only the total amount oétimvoice.
‘Itemized’ will display a list of each item in tt#hopping cart.

Enable PayPal Shipping AddresSelect ‘Yes’ to allow the customer to choose to
ship to their Paypal-verified shipping address.

Digest Key:Enter a unique key to be used similar to a pasd¥arrtesting the
Module.

Test ModeSelect ‘On’ to test the module. Before you make fayment module
live on your site, you MUST set this value to ‘Off’

Cart Test:Select ‘On’ to verify that the correct invoice ammb is received via
PayPal. Before you make this payment module livgaur site, you MUST set this
value to ‘Off’.

Debug Email NotificationsSelect ‘Yes’ if you wish to receive email notiftan of
debugging results.

Debug Email Notification Addres#:you selected ‘Yes’ for Debug Email
Notifications, enter the address to which you whetdebug email notifications to
be sent.

PayPal DomainSelect ‘www.sandbox.paypal.com’ for testing pugms
transactions will not actually be processed. Befane make this payment module
live on your site, you MUST set this value to ‘wvpaypal.com’.

Return URL behaviourThis value determines how customers are returmgou
store from PayPal. Leave this value set at ‘1’

Once you have set all the values, click ‘updatesdwe the results.

We recommend that you set the module to testirigstast and then place a few dummy
orders to allow you to test the module and famgmyourself with it operation.

When you are satisfied, set the module to live médi¢his stage, as a final test, order a
product with your own credit card — you can alwesfsind the money through PayPal.
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Nochex
Nochex is a person-to person payment service venjas to PayPal but for use within the
UK only. Nochex limits transactions to GBP100. Ampg over requires a Nochex merchant

account. A full Merchant account will also allowtemnational payments, this type of
account will only be granted if you process a pegedmined minimum amount of orders.

To apply for a Nochex account, go to http://www Inex.com/.
To configure the Nochex module select the Nochstinly under the modules heading by
clicking. This will provide the option to instah ithe right hand column. Click on the

‘install’ button to install the module.

The screen will now change to show the Nochexrggstin the right hand column, along
with the options to remove the module or edit thigisgs.

Nochex module installed

Click on the ‘Edit’ button to enable editing:
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PayPal module ready for editing

As you can see, the Nochex set-up is very similah¢ PayPal module, however, the
Nochex settings are less complex. The module gstghould be configured as follows:

Enable Nochex Modul&elect ‘True’ to use this module.

Nochex E-Mail Addres€nter your email address that you use with thehdrc
service.

Nochex Payment Zon#:you have previously set up Zones, selectingpaezhere
will display this payment module only to those cusérs within that zone. This is
used primarily to limit use of the payment modwdesértain countries.

Nochex Set Order Statushis payment module will set the order statuo t
selected value. We suggest you select ‘Processing'’.

Nochex Sort Order of Displaysort order lets you set the order in which your
payment types are displayed, so that your preferetthod will always be shown
first. Modules are displayed lowest to highest.
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Once you have set all the values, click ‘updatesawee the results.

Unlike PayPal, the Nochex module has no in-busdt teode. Setup is a lot simpler with
Nochex, however, we recommend that you make att ¢teestest purchase through this
module to check correct operation. As with PayFal) can refund the money to your credit
card via the Nochex web site.

Check/Money Order

Use this Module to accept personal checks and morders. We have included instructions
for this module to provide a payment method foisththat do not wish to receive credit
card payments.

However, if you wish, this module can be used \hign above two methods to provide your
customers with more payment options.

Remember, do not ship any products until you haeeived the payment and have satisfied
yourself that the funds have cleared through ycaoant.

To configure this module select the Check/Moneyeotisting under the modules heading
by clicking. This will provide the option to instah the right hand column. Click on the
‘install’ button to install the module.

The screen will now change to show the Check/Maregr settings in the right hand
column, along with the options to remove the moduledit the settings.
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Check/Money order module installed

Click on the ‘Edit’ button to enable editing:

Check/Money order ready for editing
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As you can see, this module is similar to the mresitwo. The module settings should be
configured as follows:

Enable Check/Money Order Modulgelect ‘“True’ to use this module.
Money Order Payment ZonE:you have previously set up Zones, selectingpaeZ
here will display this payment module only to thesstomers within that zone. This

is used primarily to limit use of the payment maatd certain countries.

Money Order Set Order Statubhis Payment Module will set the order statusto t
selected value. We suggest you select ‘Processing’.

Money Order Sort Order of Displagort order lets you set the order in which your
payment types are displayed, so that your prefemeithod will always be shown
first. Modules are displayed lowest to highest.

Money Order Make Payable t&nter the name to which checks should be written.

Cautionary note

Once you have set-up the payment modules and ipeiish module discussed in the next
tutorial, you site will be live and ready to takelers. However, this also means that you
could become the target of hoaxers, scammers anddters.

If using PayPal and Nochex, both of these paymentiglers will have their own security
measures for detecting fraudulent use of creddsaiowever, no automated system is fool
proof, so we have included some tips below thathvlp you stay safe.

Also, never forget the golden rule: ‘If it seemgtmwd to be true, it probably is’.

Fraud prevention

Below are some tips to help spot and prevent freunddransactions:
Possible suspicious circumstances:
Buyers making multiple payments for the same iteea § payments of £100 being

made for a £500 purchase) but showing differerd bdling addresses for each
payment (card billing addresses are shown on aufirazation email).
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As above but using different email addresses.

Buyers with a delivery address not matching the télling address. (This can be
genuine with people wanting items to be deliveretheir work address or to friends
as a gift, you may have to go with your instinctshese cases).

Buyers asking for goods to be delivered abroad teagtern Europe, the Far East,
African countries etc).

Buyers changing delivery address at the last minute

Buyers requesting specific couriers to be used(ssscdDHL where they can change
the delivery address whilst the goods are in ttansi

Buyers requesting delivery to temporary addresses Hotels, Hostels).

Buyers requesting a repeat order immediately #iftar first order or multiple orders
at the same time.

Buyers requesting collection of goods (especialigmwtheir card billing address is
not close by).

Is the buyer disinterested in the price or thevaeyi costs involved?

Is the buyer disinterested in the details of thedgo(e.g. not bothered about the
colour, spec etc)?

Does the buyer tell you they are not the cardhdddeusing a friends or family
members card?

Is the buyer reluctant to give a landline telephoamber to contact them on?

Does the buyer contact you using a different eardlress to the one used for the
payment?

Is the order exceptionally higher than your averagker value?
Does the order value seem unreasonably high?

Does the buyer return to place a subsequent osiieg a card with different billing
details?
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Preventative action to take:

Check the delivery address matches the card bélddyess (the card billing address
should be shown on the payment providers confilmnagmail).

Insist on a landline contact number, check the $d@e matches the card billing
address and ring the number to ensure it's genuine.

Send an email to the Buyer and request a replycim also give confidence to a
genuine buyer that you are a reputable site gif@turned undeliverable it's probably
not a live email address).

If the buyer is collecting goods, ask for proofibf(with an address) such as utility
bills, driving license etc and check against calithly address (keep a note of the
proof obtained e.g. driving license number etceidtdy still photocopy it).

Retain all correspondence (email/messenger cori@rsaorder details, proof of
delivery etc) from the buyer for at least 6 months.

Reminder: It's worth reminding your customers thatsactions will appear on their
statements as ‘PayPal’ or ‘Nochex’ not your compaame. Your customers may not know
who ‘PayPal’ or ‘Nochex’ are, as such when theythedransaction they may try to charge
it back.

If you ever receive a transaction that you areny\eay suspicious about, i.e. you suspect
the person who sent it used a stolen card, thexselget in touch with your payment
provider and ask them to look into the matter.

About us

This tutorial has been produced by ProserveUK. &gssional hosting company that
provides affordable web hosting solutions. Lardec®n of plans available, one-month
free trial offered on all plans.

For more information, please visitvw.proserveuk.com
Or contact us asales@proserveuk.com
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